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AN =

»  Apache Struts 2 Framework Checks

* Apache Struts Detection

+  Arbitrary File Upload

*  Autocomplete attribute

«  Blind SQL (improved)

+  Brute Force (Form Auth)

*  Brute Force (HTTP Auth)

+  Business logic abuse attacks

+ Cookie attributes

*  Credentials stored in clear text in a cookie
+ Cross-Site Request Forgery (CSRF)

« Cross-site scripting (XSS), DOM based
«  Cross-site scripting (XSS), reflected

+ Cross-site tracing (XST)

*  Directory Indexing

*  Email Disclosure

F-R

Forced Browsing

Form Session Strength

HTTP Response Splitting
HTTP Strict Transport Security
HTTPS Downgrade
Information Disclosure
Information Leakage

Java Grinder

0OS Commanding

Parameter Fuzzing
Predictable Resource Location
Privacy Disclosure

Profanity

Reflection

Remote File Include (RFI)

Reverse Proxy

[16]

S-Z

Secure and non-secure content mix
Server Configuration

Session Fixation

Session Strength

Source Code Disclosure

SQL Injection

SQL injection Auth Bypass

SSL Strength

Unvalidated Redirect

URL rewriting

Web Beacon

Web Service Parameter Fuzzing
X-Frame-Options missing HTTP header
X-XSS-Protection missing HTTP header

Z-Customer created attack
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Contact us.

Homepage : Email : Tel :
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